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TENDER FORM 

 
(For Appointment of Auditor for IS/IT, Cyber Security Gap Analysis & VA/PT Audit) 

 

1. Tender Reference of Jila Sahakari Kendriya Bank Maryadit, Ambikapur (C.G.) 

Tender No.. ___________________________ 

Date of Issue.__________________________ 

Last Date of Submission:_________________ 

 

2. Name of the Work 

Appointment of Auditor for Information Systems/Information Technology 

(IS/IT) Audit, Cyber Security Gap Analysis & Vulnerability Assessment & 

Penetration Testing (VA/PT) Audit for the Bank. 

 

3. Details of the Bidder (Audit Firm) 

(A) Basic Information: 

Name of Bidder/Firm/Company.__________________________________ 

Legal Status:- Proprietorship   Partnership LLP  Private Ltd.  

     Public Ltd. Cooperative      Others 

 

Date of Incorporation / Registration: ______________________________ 

Registration Number (if applicable):_______________________________ 

PAN Number:________________________________________________ 

GSTIN:_____________________________________________________ 

(B) Contact Details: 

• Registered Address: 

 

_______________________________________________________________ 

 

• Correspondence Address (if different): 

 

_______________________________________________________________ 

 

 
 
 
 



Page 2 of 4 

 

 

• Telephone No: ________________________________ 

 

• Mobile  No.: __________________________________ 

 

• Email ID:_____________________________________ 

 

• Website (if any):_______________________________ 

 

(C) Authorized Signatory Details: 

 

Name: ____________________________________________ 

 

Designation:________________________________________ 

 

 

 

4. Documents to be Attached (Self-Attested) 

 

S.No

. 

 

Particular 

 

Self-Attested Attached 

(Y/N) 

1 Company Registration Certificate  

2 GST Registration  

3 PAN Card  

4 CERT-In Empanelment Certificate  

5 List of major clients. (Banks/Financial 

Institutions) 

 

6 Work Orders/Completion Certificates (if 

available) 

 

7 Profile of key technical personnel  

8 Technical proposal  

9 Financial proposal (in separate sealed envelope)  

10 Undertaking on non-blacklisting  

11 Signed copy of Tender Terms & Conditions 

(With Company Seal) 

 

 

 



Page 3 of 4 

 

5. Technical Bid (Summary) 

 

A. Scope Understanding 

Provide a brief note on your understanding of the Bank's requirements: 

 

B. Methodology & Approach 

Describe your approach for: 

• IS/IT Audit 

• Cyber Security Gap Analysis Audit 

• VA/PT 

 

C. Tools & Frameworks Proposed 

(OWASP, NIST, ISO 27001, CERT-In, etc.) 

 

D. Team Composition 

Provide details of team members, qualifications, and experience. 

 

6. Financial Bid (To be submitted in a separate sealed envelope) 

 

7. Declaration by the Bidder 

I/We hereby declare that: 

• I We have carefully read and understood all the terms, conditions, 

specifications, instructions, and eligibility criteria of the tender. 

 

• All the information, documents, certificates, and statements submitted by me/us 

in connection with this tender are true, correct, complete, and authentic 

 

• Our firm/company has not been blacklisted by any Government Department. 

Bank, or Financial Institution. 

 

• We agree to abide by all Terms & Conditions of the Tender. 

 

• We understand that the Bank reserves the right to accept or reject any or all bids 

without assigning any reason. 

 

• We shall maintain confidentiality of all Bank data and comply with 

RBI/NABARD/CERT-In/ISO guidelines 
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• I/We confirm that IWe comply with all applicable laws, statutory requirements, 

tax regulations, labor laws, and guidelines issued by RBI, NABARD, NPCI, 

and other regulatory authorities, wherever applicable. 

 

• I/We hereby declare that the information furnished above is true and correct to 

the best of my/our knowledge and belief. IWe understand that any false 

information may lead to rejection of the bid. 

 

Authorized Signatory: 

 

Signature: ……………………………………… 

 

Name:________________________________ 

 

Designation:___________________________ 

 

Date:_________________________________ 

 

Seal of the Firm………………………………... 

 

 

8. For Bank Use Only (To be filled by Evaluation Committee) 

 

 

Approved / Not Approved 

 

 

Signature of Committee Members: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



FINANCIAL BID FORM 
 

Tender for: IS/IT Audit, Cyber Security Gap Analysis & VA/PT Audit of Jila 

Sahakari Kendriya Bank Maryadit, Ambikapur (C.G.) 

 

Tender No.: …………………………………………… Date ………………..…… 

 

Name of Bidder/Firm/Company:_______________________________________ 

 

A. Cost Summary (Commercials): 

S.No. Particular Scope of Work Commercials 

1 IS/IT Audit 10 Branches + 1 HO Audit 

(As per RBI/NABARD's 

Latest Circulars/Guidelines) 

 

2 Cyber Security Gap 

Analysis 

As per RBI/NABARD's 

Latest Circulars/ Guidelines/ 

Framework 

 

3 VA/PT 

 

With One Complimentary 

Retesting 

 

  Total  

4 GST as applicable 

 

  

  Grand Total 

(GST Included) 

 

 

B. Terms & Conditions (To be mentioned by bidder): 

……………………………………………………………………………………

……………………………………………………………………………………

……………………………………………………………………………………

……………………………………………………………………………………

……………………………………………………………………………………

…………………………………………………………………………………… 

Signature of Bidder / Authorized Signatory 

 

Signature:______________________________________ 

Name:_________________________________________ 

Designation:____________________________________ 

Mobile:________________________________________ 

Email:_________________________________________ 

Seal/Stamp of Bidder: 
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Terms & Conditions for IS/IT, Cyber Security Gap Analysis & VA/PT Audit 

Work 

(IS/IT, Cyber Security Gap Analysis & VA/PT Audit dk;Z gsrq fu;e ,oa 'krsZ½ 
 

1. Purpose & Scope | mís'; ,oa dk;Z&{ks= 
 

These Terms & Conditions govern the engagement between the Bank ("Client") and 

the Service Provider ("Auditor/Consultant"). 

यह नियम एवं शर्ते बैंक ("ग्राहक'") और सेवा प्रदार्ता ("ऑडिटर/परामशशदार्ता") के बीच होिे वाले कायश-
निष्पादि को नियंत्रिर्त करर्ती हैं। 

 

The engagement includes IS/IT, Cyber Security Gap Analysis & VA/PT Audit. 

इस कायश में IS/IT, Cyber Security Gap Analysis & VA/PT ऑडिट शाममल हैं। 

 

2. Confidentiality & Data Protection | गोपनीयता एवं डेटा संरक्षण 

The Auditor shall maintain strict confidentiality of all information accessed. 

ऑडिटर द्वारा प्राप्र्त सभी सूचिाओं की कडी गोपिीयर्ता बिाए रखिा अनिवायश होगा। 

 

The Auditor shall No data, screenshot, log, or report shall be shared without written 

approval. 

ऑडिटर द्वारा त्रबिा मलखखर्त अिुमनर्त के कोई भी िेटा, स्क्रीिशॉट, लॉग या ररपोटश साझा िह ं की 
जाएगी। 

 

All collected data must be securely stored, encrypted, and deleted after final 

submission. 

एकत्रिर्त सभी िेटा को सुरक्षिर्त रूप से संग्रहहर्त, एन्क्ररप्ट र्तथा अंनर्तम ररपोटश जमा करिे के बाद िष्ट 
ककया जाएगा। 

 

3. Authorization & Access | प्राधिकरण एवं अभिगम 

The Bank shall provide necessary access and credentials. 

बैंक आवश्यक अमभगम एवं रेिेंमशयल उपलब्ध कराएगा। 

 

The Auditor shall use only authorized tools and techniques. 

ऑडिटर केवल अधधकृर्त उपकरणों एवं र्तकिीकों का उपयोग करेगा। 

 

Access beyond the approved scope is strictly prohibited. 

स्क्वीकृर्त कायश-िेि से बाहर ककसी भी प्रकार का अमभगम पूणशर्तः प्रनर्तबंधधर्त है। 
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4. Testing Methodology | परीक्षण पद्ितत 

VA/PT shall follow OWASP, NIST, CERT In, ISO 27001, and RBI/NABARD 

guidelines. 

VA/PT पर िण OWASP, NIST, CERT@in, ISO 27001 र्तथा RBI/NABARD 

हदशानिदेशों के अिुरूप ककया जाएगा। 

 

Testing shall be nontidestructive and shall not disrupt operations. 

पर िण गैर-वविाशकार  होगा र्तथा बैंक के संचालि में बाधा िह ं उत्परि करेगा। 

 

High@risk findings must be reported immediately. 

उच्च जोखखम वाल  हटप्पखणयों की र्तुरंर्त सूचिा बैंक को द  जाएगी। 

 

5. Liability & Indemnity | दातयत्व एवं प्रततपूतत ि 
The Auditor shall avoid any disruption, data loss, or system malfunction. 

ऑडिटर यह सुनिन्क्श्चर्त करेगा कक ककसी प्रकार की बाधा, िेटा हानि या मसस्क्टम खराबी ि हो। 

 

The Auditor shall be liable for damages caused by negligence or breach. 

लापरवाह  या उल्लंघि से होिे वाल  िनर्त के मलए ऑडिटर उत्तरदायी होगा। 

 

The Bank shall not be liable for third party tool issues. 

र्तरृ्तीय-पि उपकरणों से उत्परि समस्क्याओं के मलए बैंक उत्तरदायी िह ं होगा। 

 

6. Reporting Requirements | ररपोर्टिंग आवश्यकताएँ 
The Auditor shall submit: 

ऑडिटर निम्िमलखखर्त प्रस्क्र्तुर्त करेगाः 
• Pre-engagement plan पूवश-कायश योजिा 
• Interim observations (if required) अंर्तररम हटप्पखणयााँ (यहद आवश्यक) 
• Draft Report प्रारूप ररपोटश 
• Final report with risk ratings & recommendations जोखखम रेहटगं एवं सुझावों सहहर्त अंनर्तम 

ररपोटश 
• Reports must follow RBI/NABARD/CERT-In formats 

ररपोटश RBI/NABARD/CERT-In प्रारूपों के अिुरूप होंगी। 

 

7. Compliance & Regulatory Alignment | अनुपालन एवं तनयामकीय अनुरुपता 
 

• All work shall comply with RBI Cyber Security Framework, IS Audit Guidelines, NABARD 

Cyber Security Framework, CERT-In advisories, and ISO standards. 

सभी कायश RBI साइबर सुरिा फे्रमवकश , IS ऑडिट हदशानिदेश, NABARD साइबर सुरिा 
फे्रमवकश , CERT-In परामशश र्तथा ISO मािकों के अिुरूप होंगे। 
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8 Non-Disclosure & Intellectual Property | गैर-प्रकटीकरण एवं बौद्धिक संपदा 
• All deliverables created for the Bank shall be the Bank's property. 

बैंक हेर्तु र्तैयार सभी डिमलवरेबल्स बैंक की संपवत्त होंगे। 

• No reuse of Bank data or findings is permitted. 

बैंक के िेटा या निष्कर्षों का पुिः उपयोग प्रनर्तबंधधर्त है। 

9. Timelines & Deliverables | समय-सीमा एवं डडभलवरेबल्स 

• The Auditor shall adhere to agreed timelines. 

ऑडिटर सहमर्त समय-सीमा का पालि करेगा। 

• Delays must be justified in writing. 

ककसी भी देर  का मलखखर्त औधचत्य प्रस्क्र्तुर्त करिा होगा। 

• Penalties may apply for unjustified delays. 

अिुधचर्त देर  पर दंि लागू हो सकर्ता है। 

10. Fees & Payment Terms | शुल्क एवं िुगतान शतें 
• Payment shall be as per mutually agreed commercial terms. 

भुगर्ताि पारस्क्पररक रूप से सहमर्त वाखणन्क्ययक शर्तों के अिुसार होगा। 

• Final payment is subject to acceptance of the final report. 

अंनर्तम भुगर्ताि अंनर्तम ररपोटश की स्क्वीकृनर्त के बाद ह  ककया जाएगा। 

11. Termination | समाप्तत 

The Bank may terminate the engagement in case of बैंक निम्ि न्क्स्क्थनर्तयों में कायश समाप्र्त कर सकर्ता 
है: 

• Breach of confidentiality गोपिीयर्ता का उल्लंघि 

• Unauthorized access attempts अिधधकृर्त अमभगम प्रयास 

• Non-compliance with scope or timelines कायश-िेि या समय-सीमा का पालि ि होिा 
• Misconduct or unethical practices दरुाचार या अिैनर्तक व्यवहार 

• All data must be returned or destroyed upon termination. समान्क्प्र्त पर सभी िेटा लौटािा या 
िष्ट करिा अनिवायश होगा। 

12. Legal Jurisdiction | ववधिक अधिकार क्षेत्र 

• Any dispute shall fall under the jurisdiction of courts at the Bank's head office location 

Raipur (C.G.). 

ककसी भी वववाद का निपटारा बैंक के मुख्यालय रायपुर (छत्तीसगढ़) न्क्स्क्थर्त रयायालयों के 
अधधकार िेि में होगा। 

13. Acceptance | स्वीकृतत 

• By engaging the Auditor, both parties agree to these Terms & Conditions. For which the 

contract will have to be executed on stamp paper of Rs 500. Work Order will be issued 

separately. 

ऑडिटर को कायश सौंपिे पर दोिों पि इि नियम एवं शर्तों को स्क्वीकार करर्ते हैं। न्क्जसके 
मलए 500 रुपये के स्क्टाम्प पेपर पर अिुबरध निष्पाहदर्त करिा होगा। कायश आदेश पथृक से 
जार  ककया जावेगा। 
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14 Other term and Condition | अन्य तनयम एवं शतें” 
  प्रनर्त शाखा रयूिर्तम दर (Minimum Rate per Branch) एवं अधधकर्तम कायश अिुभव 
(Maximum Experience) के आधार पर चयि ककया जाएगा। 

Selection shall be based on the minimum rate per branch and maximum relevant 

work experience. 

  राष्र यकृर्त, शासकीय एवं सहकार  बैंकों में कायश अिुभव रखिे वाल  फमश/संस्क्था को 
प्राथममकर्ता पर ववचार ककया जाएगा  

Preference shall be given to firms/organizations having work experience in 

Nationalized, Government, and Cooperative Banks. 

  संबंधधर्त फमश के ववरुद्ध भारर्तीय ररजवश बैंक (RBI) अथवा राष्र य कृवर्ष और ग्रामीण 
ववकास बैंक (NABARD) द्वारा उक्र्त कायों के संबंध में कोई िकारात्मक हटप्पणी/ररकॉिश 
िह ं होिा चाहहए। 

The firm should not have any adverse remarks/observations in relation to the above-

mentioned work from Reserve Bank of India (RBI) or National Bank for Agriculture 

and Rural Development (NABARD). 

 चयि हेर्तु गहिर्त सममनर्त का निणशय अंनर्तम एवं सवशमारय होगा, न्क्जस पर ककसी प्रकार 
की आपवत्त स्क्वीकार िह ं की जाएगी। 

The decision of the Committee constituted for the selection process shall be final and 

binding on all concerned, and no objections in this regard shall be entertained. 

 


