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TENDER FORM
(For Appointment of Auditor for IS/IT, Cyber Security Gap Analysis & VA/PT Audit)

1. Tender Reference of Jila Sahakari Kendriya Bank Maryadit, Ambikapur (C.G.)

Tender No..

Date of Issue.

Last Date of Submission:

2. Name of the Work

Appointment of Auditor for Information Systems/Information Technology
(IS/IT) Audit, Cyber Security Gap Analysis & Vulnerability Assessment &
Penetration Testing (VA/PT) Audit for the Bank.

3. Details of the Bidder (Audit Firm)

(A) Basic Information:
Name of Bidder/Firm/Company.

Legal Status:- [ Proprietorship [ Partnership LLP [ Private Ltd.
O Public Ltd. Cooperative O Others

Date of Incorporation / Registration:

Registration Number (if applicable):
PAN Number:
GSTIN:

(B) Contact Details:

e Registered Address:

e Correspondence Address (if different):
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Telephone No:

Mobile No.:

Email ID:

Website (if any):

(C) Authorized Signatory Details:

Name:

Designation:

4. Documents to be Attached (Self-Attested)

S.No Particular Self-Attested Attached
(Y/N)
1 | Company Registration Certificate
2 | GST Registration
3 | PAN Card
4 | CERT-In Empanelment Certificate
5 | List of major clients. (Banks/Financial

Institutions)

6 | Work Orders/Completion Certificates (if
available)
7 | Profile of key technical personnel
Technical proposal
9 | Financial proposal (in separate sealed envelope)
10 | Undertaking on non-blacklisting
11 |Signed copy of Tender Terms & Conditions

(With Company Seal)
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5. Technical Bid (Summary)

A. Scope Understanding

Provide a brief note on your understanding of the Bank's requirements:

B. Methodology & Approach

Describe your approach for:
o [S/IT Audit
e (Cyber Security Gap Analysis Audit
e VA/PT

C. Tools & Frameworks Proposed
(OWASP, NIST, ISO 27001, CERT-In, etc.)

D. Team Composition

Provide details of team members, qualifications, and experience.
6. Financial Bid (To be submitted in a separate sealed envelope)

7. Declaration by the Bidder
I/We hereby declare that:

e | We have carefully read and wunderstood all the terms, conditions,
specifications, instructions, and eligibility criteria of the tender.

e All the information, documents, certificates, and statements submitted by me/us
in connection with this tender are true, correct, complete, and authentic

e OQOur firm/company has not been blacklisted by any Government Department.
Bank, or Financial Institution.

o We agree to abide by all Terms & Conditions of the Tender.

e We understand that the Bank reserves the right to accept or reject any or all bids
without assigning any reason.

e We shall maintain confidentiality of all Bank data and comply with
RBI/NABARD/CERT-In/ISO guidelines
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e [/We confirm that IWe comply with all applicable laws, statutory requirements,
tax regulations, labor laws, and guidelines issued by RBI, NABARD, NPCI,
and other regulatory authorities, wherever applicable.

e [/We hereby declare that the information furnished above is true and correct to
the best of my/our knowledge and belief. IWe understand that any false
information may lead to rejection of the bid.

Authorized Signatory:
SI1gNature: ......ooovviiii i e

Name:

Designation:

Date:

Seal of the Firm..........ooooi i,

8. For Bank Use Only (To be filled by Evaluation Committee)

Approved / Not Approved

Signature of Committee Members:



FINANCIAL BID FORM

Tender for: IS/IT Audit, Cyber Security Gap Analysis & VA/PT Audit of Jila
Sahakari Kendriya Bank Maryadit, Ambikapur (C.G.)

Name of Bidder/Firm/Company:

A. Cost Summary (Commercials):

S.No. Particular Scope of Work Commercials

1 IS/IT Audit 10 Branches + 1 HO Audit
(As per RBI/NABARD's
Latest Circulars/Guidelines)

2 | Cyber Security Gap|As per RBI/NABARD's

Analysis Latest Circulars/ Guidelines/
Framework
3 VA/PT With One Complimentary
Retesting
Total

4 GST as applicable

Grand Total
(GST Included)

B. Terms & Conditions (To be mentioned by bidder):

Signature of Bidder / Authorized Signatory

Signature:

Name:

Designation:
Mobile:

Email:
Seal/Stamp of Bidder:
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Terms & Conditions for IS/IT, Cyber Security Gap Analysis & VA/PT Audit
Work
(IS/IT, Cyber Security Gap Analysis & VA/PT Audit &1 =g =¥ vd )

1. Purpose & Scope | 3239 Ud ®RI—&4

These Terms & Conditions govern the engagement between the Bank ("Client") and
the Service Provider ("Auditor/Consultant").

ag foga va ot §F ("amee™) 3R AT Yerdr ("HIE/RANSAT) F & gl arel drd-
fasurea & AEa Fr §

The engagement includes IS/IT, Cyber Security Gap Analysis & VA/PT Audit.
sH ST H IS/IT, Cyber Security Gap Analysis & VA/PT T3¢ e &l

2. Confidentiality & Data Protection | MusNgar va 31 TI&Tor
The Auditor shall maintain strict confidentiality of all information accessed.

HITSeT GaRT 9red Hfl FAT3HT AT st MIAIAT FATT IGeAT 3ifAard grem|

The Auditor shall No data, screenshot, log, or report shall be shared without written
approval.

Hif3er ganr e faf@d 3egaAfa & #S o Ser, whiwaie, @l ar RAE arsm 7@ &
SToatT|

All collected data must be securely stored, encrypted, and deleted after final
submission.

ThfAT Fefr SeT @ FRIAIT & @ Fafed, tieshee qur 3ifasA RO ST el & a1 v
ferar e |

3. Authorization & Access | TIfHIor vg FfFaTH
The Bank shall provide necessary access and credentials.

dor 3maeTe ITATH Ta FfRTT 3T HUTIT|

The Auditor shall use only authorized tools and techniques.

3HT2eT Shadl Hi&ehel SYRION T Tehoilehl T ST M|

Access beyond the approved scope is strictly prohibited.
T Hd-a17 A arge Rt off g a1 e quie: gfadfea gl
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4. Testing Methodology | Tiator ggerfer

VA/PT shall follow OWASP, NIST, CERT In, ISO 27001, and RBI/NABARD
guidelines.

VA/PT wdator OWASP, NIST, CERT@in, ISO 27001 @1 RBI/NABARD
feenfardalt & regea fram smeem|

Testing shall be nontidestructive and shall not disrupt operations.

18707 AR-TIATRART oM dUT S & TATAT H S8 AT 3cTooT hLam|

High@risk findings must be reported immediately.
3 SITEH arell fecaforgt &1 qia FEem d @ & Smeet|

5. Liability & Indemnity | afea va gfagfd
The Auditor shall avoid any disruption, data loss, or system malfunction.

HifSex TE GiARE han fob T YR & aTe, SeT gifel o1 Feed TRl o &

The Auditor shall be liable for damages caused by negligence or breach.

ATILATEY AT oot F it arell &7fa & foIw 37if3er 3Ter gem|

The Bank shall not be liable for third party tool issues.
Jcg-9eT 30N & 3coel HATASN & AT deh ITRerY w8 gl

6. Reporting Requirements | Roifé&ar sraegsand
The Auditor shall submit:
33} fAe=ifafed g&dd

Pre-engagement plan qd-&r il

Interim observations (if required) 3dRA feoaforar (Ife 3maeaes)

Draft Report 9r&q Rare

Final report with risk ratings & recommendations SI&# IfEIT TF '{lﬁl’l’@f afed 3faa
Rare

Reports must follow RBI/NABARD/CERT-In formats
RGIC RBUNABARD/CERT-In YT&GT & 3{T&9 iail |

7. Compliance & Regulatory Alignment | 3{e]qTelel v AT e

All work shall comply with RBI Cyber Security Framework, IS Audit Guidelines, NABARD
Cyber Security Framework, CERT-In advisories, and ISO standards.

el S RBI WG FI&T hATsh, IS 3Hifse faRnfader, NABARD HgsX &t
$hedeh, CERT-In TRTHT TUT 1SO ATl o 3HT&T glal |
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8 Non-Disclosure & Intellectual Property | A-ywdIor T Eﬁa‘ﬁﬁF HUeT
e All deliverables created for the Bank shall be the Bank's property.
% g FaR W BRAEew 3% & FuRy g
e No reuse of Bank data or findings is permitted.
d & e a1 Al 1 Gof: 3ueT giaed g
9. Timelines & Deliverables | FHI-HIHAT g Bfeaeew
e The Auditor shall adhere to agreed timelines.
AT HEgAd FAT-HAT T ATele HLT|
e Delays must be justified in writing.
forelt off &8 &1 fAf@a MR swqa @@ gl
e Penalties may apply for unjustified delays.
3ART &8 W &3 o] g HhTl &l
10. Fees & Payment Terms | [e<h wq qardret erct
e Payment shall be as per mutually agreed commercial terms.

AT IREIRe & § WA Ao Th Al o AR M|
¢ Final payment is subject to acceptance of the final report.
3 egerarer 3ifder Rale & Thpfa & a1g & fohar Sweam|
11. Termination | HHTCT
The Bank may terminate the engagement in case of S foio=T TEufaat & S FATCT HT Tohcll
g
e Breach of confidentiality INIATIAT ST Seodel
e Unauthorized access attempts Hﬂﬁ% 3T I
e Non-compliance with scope or timelines FI-8TT AT HAI-HHAT T Tefe] o glell
e Misconduct or unethical practices W Ir efas cgdgR
e All data must be returned or destroyed upon termination. FHTCT IR T 3T GG
TSC AT AT g
12. Legal Jurisdiction | faf@i& 3rfO+r a7

e Any dispute shall fall under the jurisdiction of courts at the Bank's head office location
Raipur (C.G.).
fordl off faare &1 fAuerT 9o & FAEge PR (SdEe) Byd e &
HRR & 3 gl
13. Acceptance | Wﬂfﬁ'

e By engaging the Auditor, both parties agree to these Terms & Conditions. For which the
contract will have to be executed on stamp paper of Rs 500. Work Order will be issued
separately.

33T A FF diuad W = gaT s AId vd aat F E&ER o &1 Sae
T 500 T & FFET W W IHefa-tr fAsarfed #ar geml e gUh 4
SR TR SAQ9m|
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14 Other term and Condition | 37#9 @I v erd”
gfa em@r egaldH I (Minimum Rate per Branch) Ta 3f&hdd & 3ieHa

(Maximum Experience)a? TR W 93«7 fohar STaaT|

Selection shall be based on the minimum rate per branch and maximum relevant
work experience.

TSGR, ATHRIT Td HEHRT Sehl H H1Y 3T I@A dTell BH/TEAT Y
TrAfASAT R IR fhar Soem

Preference shall be given to firms/organizations having work experience in
Nationalized, Government, and Cooperative Banks.

eftd B & [aeey dRd Rard 8 (RBI) 3ryar o 1 3 aefor
fa%ra & (NABARD) GaRT 3Fd &It & T H 5 dhRIcHS [ecquil/Reprs
el glell AMRT

The firm should not have any adverse remarks/observations in relation to the above-

mentioned work from Reserve Bank of India (RBI) or National Bank for Agriculture
and Rural Development (NABARD).

T g ed AT & v 3w vd adwe ghem, o | e yeR
$T 39T TIPR 8T Hr FATT

The decision of the Committee constituted for the selection process shall be final and
binding on all concerned, and no objections in this regard shall be entertained.



